Encrypting Emails in Office 365

When you need to protect the privacy of an email message, encrypt it! Encrypting an email
message in Outlook means it’s converted from readable text to scrambled “cipher” text.

Office 365 provides local agency staff with the ability to send secure emails to WIC
participants from their Outlook email. When asking participants to send copies of their
personal information (for example income proof, Provider One information or
measurements from their provider), you will need to send an encrypted email first
requesting that information.

The participant will need to request a passcode to open the email and receive the
message. In turn, replying to the email with any attachments will be encrypted and secure
as well. Below are the steps to encrypt an email, how participants will retrieve the
message, and reply.

How to Encrypt an Email:

Please note that this process varies slightly depending upon what email domain
participants have. For example, Yahoo mail, Gmail or Outlook may function differently.
For this example, we used a Comcast email account.

In Outlook, click on New mail to create a new message:
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Go to Options then the lockicon:
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Select Encrypt and you will notice the email changes to show this under the toolbar:
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Now you can send an email to the participant requesting a copy of their income proof,
Provider One information, measurements or any other information you might need.

Email Participant will receive:

When the participant opens the email, this is what they will see:

@doh.wa.gov) has sent you a protected message
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Participants will need to click on “Read the message” button in the email as shown above.
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A web page is presented as shown below with instructions to request a one-time
passcode to access the encrypted email:

doh.wa.gov has sent you a protected message

Sign in to view the message

Sign in with a work or school account

Sign in with a One-time passcode

Need Help?

Participants will need to click on “Sign in with a one-time passcode” in order to receive a
follow-up email with a one-time passcode as seen below. The one-time passcode does
expire in fifteen minutes so participants will need to look out for that follow up email or
request a new passcode if it expires.

Here is your one-time passcode

12860687

To view your message, enter the code in the web page where you requested
it

NOTE: This one-time passcode expires 15 minutes after it was requested.

Don’t want to use one-time passcode every time you get a protected
message? Use your email address to create a Microsoft account
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The participant will then need to go back to the previous web page to enter in the passcode
then click Continue:

The encrypted email is then displayed in a web browser. If the participant needs to reply,

the email will automatically be encrypted as it is sent back to the WIC staff that send the
original email.

This process must be followed any time an encrypted email is read.

To request this document in another format, call 1-800-841-1410.
Deaf or hard of hearing customers, please call 711 (Washington Relay)
or email wic@doh.wa.gov.
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