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How to Use this Toolkit

This toolkit answers common questions about confidentiality that may come up when providing
health care services to young people. It was developed in response to questions we received from
youth-serving providers across the state who are navigating health care confidentiality in medical
and behavioral health settings.

We created this toolkit in partnership with providers and faculty at the University of Washington’s
Leadership Education in Adolescent Health Program, with funding from the Health Resources and
Services Administration Title V Maternal Child Health Block Grant.

You can use the table of contents to find topics quickly or read through the entire resource. Each
section includes answers to common questions, followed by practical action steps, key
considerations, and sample scripts. The toolkit ends with links to additional resources, sample
handouts, and relevant policies.
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Before the Appointment

Scheduling

Can adolescents schedule their own appointments?

Answer

Considerations

What to do

Sample script

Washington state laws allow minors to consent to certain types of
services including reproductive health, mental health, and substance
use. This means they can schedule appointments for these services.

Many health systems require a parent or guardian to be listed as the
“guarantor” (person responsible for bills) in the electronic health record
(EHR). Some systems only let the guarantor’s account schedule
appointments, which can limit adolescents from self-scheduling online ¢
by phone.

Create procedures that let youth schedule their own appointments
with confidentiality options.

Train scheduling staff about state minor-consent laws and institutional
workflows for confidential scheduling.

“Some teens can make their own appointments depending on the
reason for the visit. I’'ll help make sure your appointment is scheduled
in a way that protects your privacy.”

How can confidentiality be noted in the chart?

Answer

What to do

Some EHRs allow confidential flags or to make restricted or
confidential notes. If you can’t flag a visit, use a generic visit reason
(e.g., “office visit”) instead of a specific one. (like “contraception”).

Work with your health information management and compliance teams
to establish workflows for confidential visits.

Avoid visit labels that may compromise confidentiality (e.g.,
“pregnancy test”) that could reveal private information in public parts
of the record.



Who gets appointment reminders?

By default, reminders often go to the guarantor’s contact information,
which may breach an adolescent patient’s confidentiality.

What to do Ask adolescents for a safe number or email just for reminders. If
possible, document it as their confidential contact.

Answer

Configure the scheduling system to use this contact for appointment
reminders, or don’t send reminders them if an appointment is flagged
confidential.

“Our system sometimes sends reminders to parents by default. Do you
have a private number or email we can use for reminders instead?”

Sample script

How are urgent or same-day visits handled for adolescents seeking
confidential services?

Most urgent, same-day or walk-in visits workflows may automatically

Answer
notify parents or guardians. Staff should flag confidential visits and
coordinate discreet scheduling when possible.

What to do e Setup clear steps for handling urgent or walk-in visits that preserve

confidentiality.
o Make sure all staff know and can identify and process confidential
appointments appropriately.

Can adolescents use telehealth on their own? How do we keep these
visits confidential?

Many telehealth systems require a guardian’s emails or login for

Answer
access. Staff should verify private access settings.
What to do e Train staff on telehealth workflows for minors.
e Ensure that the adolescent’s private access is set-up before the
visit.

Does my clinic or practice have a written policy on adolescent
confidentiality to share with patients and families?

Answer A written confidentiality policy helps set clear expectations for staff,
adolescents, and families. The policy should outline which services are
confidential, when confidentiality might be limited (e.g., safety
concerns), and how information is shared or protected. Sharing this



information as a written document can help normalize confidentiality
practices and reduce misunderstandings.
What to do e Develop and maintain a documented policy on adolescent
confidentiality, reviewed and approved by institutional leadership.
e Share the policy during registration or send to patients and families
before telehealth appointments. You can also reference it during
clinical encounters.

Sample script “Our clinic has a confidentiality policy that explains what information
stays private and when we may need to share something for safety
reasons. You’ll get a copy today so you and your family know what to
expect.”

Check-In / Registration

If check-in forms ask for private health information, is there a way to keep
that confidential in the EHR?

Answer Some EHRs allow sensitive information to be stored in confidential fields;
others do not. If this isn’t possible in the EHR, avoid scanning sensitive
paper forms directly into the general chart. Instead, route them to the
clinician for secure documentation.

What to do e Use adolescent-friendly tools (e.g., CRAFFT, PHQ-A) that can be
linked to restricted-access or confidential EHR fields whenever
possible.

Do adolescents have private space to fill out forms?

Confidentiality may be compromised if forms are completed in front of

Answer
caregivers.
What to do e Give adolescents a private area to complete forms during the rooming
process, for example, in the exam room after separation from
caregiver.

How is confidentiality explained and assured on forms?

Adolescents should understand how their information will be used and
who will see it.

Answer

What to do e Add a short confidentiality statement on intake forms. For example:
“Your answers will be shared only with your health care team. They
will not be shared with your parent or guardian unless you give
permission or if there is a safety concern.”



e Make your clinic’s adolescent confidentiality policy easy to find on
your website and post it in waiting areas.

Are registration staff collecting and documenting adolescent contact
information correctly?

Answer Teens should be offered the chance to give their own email or phone
number.
What to do o Askteen patients for their personal email or phone contact

information. Record this in the medical record patient contact
information section and not the guarantor’s information.
e Markthis contact information confidential, when possible.

Are patient portal accounts set up correctly for adolescents and proxies
(parent/guardian/caregiver)? Are young people given the opportunity to
decide who has access?

Answer Access rules for patient and proxy accounts differ across institutions.
Staff must know what data each account type reveals.

e Guardian email addresses may be incorrectly linked to the patient’s
portal account, giving guardians unintended full access.
e Adolescents may share their login credentials with caregivers, which
might give them access to all portal content despite account set up.

Considerations

What to do e Make sure teen and proxy accounts are registered separately and
accurately.

e Explain clearly to both teens and caregivers why these separate
accounts matter and how access differs.

e Create a clinic-wide policy and process for educating families about
the importance of this distinction, the nuances of what is shared in
each, and the confidentiality risks of account sharing.

e Normalize the explanation by framing it as a routine practice for this
age group.

e Encourage more transparency within your institution and at EHR

vendor levels. Talk about the importance of adolescent-friendly portal

accounts, ideally letting adolescents understand and agree to who
has access to their health information and what exact information is
shared across their proxy accounts.



Sample script “As teens get older, they begin to have some private communication with
their health care team. That’s why we set up separate accounts — it gives
teens space to ask questions while also keeping parents connected to
important parts of their care. You’ll still see key information of their health
record through your proxy account.”

What paperwork is needed for an adolescent to be seen without a
guardian?

Answer This depends on your institution and state law. Usually, one of two things
is required:
e State minor consent laws that allow independent care (e.g., for sexual
health, mental health, or substance use).
o Forgeneral care, a parent or guardian must sign a “Consent to Treata
Minor” form signed before the visit.

What to do Registration staff should know your institution’s requirements and check
that all permissions are on file at or before the visit.

Rooming

Are adolescents roomed independently or are guardians involved in the
rooming process?

Answer Adolescents should be offered the choice to be roomed alone or with a
person they trust (parent, guardian, friend, trusted adult). Some
institutions require caregivers first.

What to do e Normalize independence by offering one-on-one time at vitals or
screening.

e Use consistent language to explain the process.

Sample script “We like to give teens space to answer a few questions privately. Would
you like to come back on your own for this part?”

Who takes vital sighs and how is it kept confidential?

Answer Questions about weight, LMP, or symptoms that might be sensitive should
be asked privately.

What to do Train staff to take vital signs and ask personal questions during one-on-
one time.



How do staff handle questions about sexual orientation and gender
identity (SOGI) or other sensitive health information?

Answer

What to do

Asking about SOGI, other sensitive information, or medications in front of
caregivers can compromise confidentiality.

Establish a policy and procedure to avoid asking sensitive questions in
the presence of a guardian.

Train all relevant staff, including MAs and nursing.

Defer sensitive questions until the adolescent is alone.

Document SOGI and other sensitive data in EHR-integrated restricted-
access or confidential fields, when available.

During the Appointment

Seeing a Clinician

How should clinicians set expectations with adolescent patients and their
family members about confidentiality and private time?

Answer

What to do

Sample script

Clinicians should explain—up front and clearly—that private time with
adolescent patients is routine and developmentally appropriate.
During this conversation, outline the clinic’s confidentiality policy and its
limits. Confirm both the adolescent and family understand, and obtain
parental guardian consent before one-on-one time with the adolescent
patient.

Normalize private time at the start of each visit.

Describe what will remain confidential and what may need to be
disclosed.

Document that the confidentiality policy was explained and that both
the patient and parent/guardian agreed to the private portion of the
visit.

"Part of every teen visit includes a few minutes alone with the adolescent.
This private time helps them ask questions, build trust, and practice
autonomy. Most information stays confidential unless there is a safety
concern. Parents or guardians are invited to step out for this portion and
will have a chance to discuss follow-up afterward.



Are clinicians leaving time for one-on-one conversations with adolescent
patients?

Private time is recommended to discuss sensitive topics such as sexual
health, mental health, substance use, safety, and identity.

Answer

What to do e Ensure every adolescent visit includes a routine, one-on-one
conversation. Even 5-10 minutes is meaningful.

Are clinicians prepared to explain what information that must be reported
to authorities?

Young people may divulge information that must be reported to child

Answer
protection or law enforcement authorities. Young people have the right to
know what type of information must be reported before choosing to
divulge.
What to do e Ensure clinicians understand mandatory reporting laws and can
explain them to young people.
o Clearly explain limitations and requirements to young people during
confidentiality discussions.
e Create a written policy to give to young people so they can read the
information.
Resources e Age for consentin Washington: RAINN | Rape, Abuse and Incest

National Network
e Mandatory reporting in Washington: Mandatory Reporting of Child
Abuse and Neglect | Washington State Department of Children, Youth,

and Families

What services can an adolescent consent to independently, and can those
services be kept confidential?

Services vary by state law. In Washington state, they include:

e At any age: Emergency medical care, birth control, abortion, prenatal
care

e Age 14 or older: Sexually transmitted disease testing and treatment

e Age 13 orolder: Outpatient mental health treatment, outpatient
substance use disorder treatment.

e Other situations: Teens under 18 may also access care services
without a parent or guardian’s consent if:

o Teyare married to an adult

Answer



https://apps.rainn.org/policy/policy-crime-definitions.cfm?state=Washington&group=9
https://apps.rainn.org/policy/policy-crime-definitions.cfm?state=Washington&group=9
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https://app.leg.wa.gov/rcw/default.aspx?cite=70.24.110

o They are legally emancipated from their guardian(s)
o Determined to be a mature minor by a health care provider
o Theyare an unaccompanied homeless youth age 13 or older

In general, services minors can consent should be confidential; but,
billing statements for visits and diagnostics, insurance explanations of
benefits (EOBs), or portal notifications may inadvertently reveal care.
Clinicians should be aware of these limitations and discuss them with
their adolescent patients.

Considerations

What to do e Review which parts of the visit are confidential, and discuss any
potential disclosure via insurance or portal systems.
e Helpthe adolescent complete any confidentiality paperwork for
insurance payers, like this form (link to OIC form).

“For some services, like sexual health or counseling, you can consent for
yourself and keep the visit private. I’ll also explain what information might
still appear in the portal or on insurance statements.”

Sample script

Documentation

Does the institution have an option for confidential notes?

Some EHRs have built in confidential note types or use restricted-access

Answer
fields specifically for sensitive adolescent health information (e.g., sexual
or reproductive health, mental health, substance use).

What to do ¢ Know which confidential note types your institution supports and use

them consistently for sensitive information.

e Use confidential or restricted notes for all information related to
services minors can consent to independently.

e Document that the parent or guardian received and understood with
the clinic’s confidentiality policy and that they agreed to the private
one-on-one time portion of the visit.

If the note is not confidential, does the clinician know with whom it is
shared (patient portal or records request)?

Non-confidential notes are often visible to the adolescent’s proxy
(parent/guardian) portal accounts, caregivers, and may also be included
in records requests.

Answer

10
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What to do Clinicians should review their institution’s EHR policies regarding note
visibility. Always inform adolescent patients of any confidentiality
limitations.

If the health care organization participates in a health information
exchange (HIE), is there a way to prevent release of confidential
information or at least mark it as confidential?

Answer Some HIEs allow clinicians to flag certain visits or data as restricted or
confidential. However, not all systems have this function available.

What to do e Checklocal HIE policies and use restricted or sensitive visit flags
when available.
o Document all confidential information in the chart to guide future
release requests.
o Offerinformation to teens and families on how to opt out of HIE
sharing, if they would like.

Do clinicians know what health information is released to adolescent
patient portals and what is released to proxy accounts?

Answer Information shown in adolescent (patient) portal and in proxy (guardian)
accounts is often different. The information released to portal accounts
may also vary by institution.

What to do e Stayfamiliar with your institution’s portal access policies for
adolescent and proxy accounts.
e Know which notes, labs, medications, and visit summaries are visible
in each account type.
e Review portal access policies regularly and discuss potential
disclosures with adolescent patients.

“Some of the information from today’s visit may appear in your patient
portal. I’ll explain what you’ll see and what might also be visible to your
parent or guardian, so you understand what stays private.”

Sample script

Prescriptions - Clinician

Can clinicians label medications as confidential or private in the EHR?

Answer Some EHRs allow certain medications (e.g., contraception, mental
health, or substance use treatment) to be flagged as confidential,
restricting their visibility from proxy portal accounts. Not all EHRs have
this functionality.

11



What to do

Know your institution’s policies and EHR tools for labeling sensitive
medications.

If confidential labeling is not available, consider alternative workflows
(e.g., paper prescriptions handled discreetly).

Are medications shared with the patient portal, proxy accounts, or both?

Answer

What to do

In many institutions, active prescriptions may appear in both the
adolescent’s patient portal and proxy accounts. This can inadvertently
disclose sensitive medications.

Review which information is visible in each account type and counsel
adolescents about potential exposure through portals.

If the medication is sent electronically to a pharmacy, will an alert be sent
to a guardian when the medication is ready for pick up?

Answer

What to do

Sample script

Many electronic pharmacy systems send notifications to the guarantor or
guardian if their contact information is linked to the patient’s account.

Check with pharmacy staff about confidentiality options for
adolescent prescriptions.

Discuss potential disclosure through pharmacy notifications with
adolescent patients.

Consider offering a written prescription for in-person visits, so the
teen can take them to the pharmacy instead of sending the
prescription electronically.

Ask the patient to discuss privacy options with the pharmacist when
picking up their medication.

“Some pharmacies automatically notify parents when a prescription is
ready. We can talk about ways to pick up your medication privately or
confirm your pharmacy’s policies.”

After the Appointment

Prescriptions - Pharmacy

Can parents or guardians see what medications were filled if the patient
uses their health insurance at the pharmacy?

Answer

Insurance Explanation of Benefits (EOBs) are typically sent directly to the
policyholder or are available online to the policyholder through insurance
portals. These documents can reveal the medication name, date, and

12



What to do

Sample script

pharmacy. This information can inadvertently reveal confidential care to
guardians.

o Before prescribing, inform the adolescent patients which
prescriptions may be visible to a parent or guardian through insurance
paperwork.

e When possible, suggest confidential payment options such as cash or
pharmacy discount programs, to avoid EOB disclosures.

e Ask pharmacy staff about confidential billing, payment, and
dispensing options.

“Some prescriptions might appear on insurance statements that your
parent/guardian receives. We can talk about options to pick up
medications privately if that’s important to you.”

Does the pharmacy have an electronic system for refills and, if so, who can
see the medication and request refills?

Answer

What to do

Sample script

Many pharmacies provide refill requests and notifications via online
portals. If a parent or guardian manages the account, they may receive
alerts and notifications about eligible refills or pending pickups from the
pharmacy.

o Verify with the pharmacy how adolescent accounts are managed and
whether guardians have access.

e Counsel adolescents on potential disclosure if a guardian is linked to
the pharmacy account.

“Some pharmacies send refill notifications to parents automatically if
their accountis linked. We can check the pharmacy’s policies to help
keep your medications private.”

Lab Testing and Results

Who can see lab results, and how are they released?

Answer

Lab work and the results may automatically appear in both the
adolescent patient’s and proxy portals, depending on the EHR and portal
settings. Insurance paperwork, such as EOBs sent to the policyholder,
may also disclose sensitive information (e.g., pregnancy, STI, or
substance use testing) to parents or guardians. If not handled carefully,
lab results and billing information could disclose confidential information
even when an adolescent independently consented to care.

13



What to do

Sample script

Review your institution’s EHR settings to determine how lab results
are released and what lab results are visible on proxy portal accounts.
If labs results are automatically released to proxy accounts,
determine whether proxy access can be restricted for confidential
services.

Coordinate with laboratory and medical records staff to develop
workflows that protect confidentiality for sensitive testing (e.g.,
delayed release, confidential flag).

Before ordering, tell adolescents which lab results may be visible to
parents or guardians through portals or insurance communications.
Confirm the adolescent’s preferred communication method for
discussing results (e.g., phone call, private portal message) and
document them in the chart.

“Some lab results automatically show up in online accounts or insurance
statements that your parent/guardian might see. We can talk about which
tests are confidential and how you’d like to get your results.”

How should clinicians discuss lab billing and EOBs with adolescents?

Answer

What to do

Sample script

Billing for lab tests often generates claims for the policyholder, listing test
names or codes that may identify the service. Even if the test is handled
discreetly, insurance paperwork can compromise confidentiality.

Before ordering sensitive tests, explain potential disclosures to
adolescents and discuss any available alternative payment options.
Help adolescents complete insurance confidentiality request forms
(e.g., through the Office of the Insurance Commissioner) to redirect or
suppress EOBs.

When feasible, offer clinic-funded or grant-supported options to avoid
insurance billing for particularly sensitive tests.

“Sometimes lab tests show up on insurance statements. If you’re worried
about privacy, we can go over ways to handle billing more confidentially
or use other payment options.”

Patient Communication

How can follow-up communication with the patient be managed while
protecting confidentiality?

Answer

Use only the follow-up communication method the adolescent has
identified as private and safe. Avoid sending messages with sensitive
information to parents’ or guardians’ emails or phones.

14



What to do

e Document the adolescent’s preferred confidential communication
method in the chart and consistently use it for follow-up on results,
appointments, or treatment questions.

e Remind the patient that they can use their patient portal to send
private messages to their care providers for any questions or concerns
after their visit.

Is the patient’s portal access private and separate from their guardian’s

access?

Answer Portal access varies by institution. Some systems allow separate
adolescent and proxy accounts with different levels of access, while
others do not.

What to do o Verify that the adolescent’s portal account is properly configured for

private access.

e Educate both the adolescent and the guardian how patient and proxy
accounts differ, and why separate access is important to prevent
accidental disclosure.

How would the patient like to be contacted with follow-up questions or

results?

Answer Adolescents may prefer different ways to receive follow-up information.
Always confirm a method that preserves confidentiality.

What to do Ask the adolescent directly and document their preference—by phone,

Sample script

Billing

email, text, or portal notifications. These preferences may change over
time, reassess periodically, and update the chart as needed.

“What is the best way for us to follow up with you about your results or
questions? Do you have a private phone number, email, or portal account
we can use?”

If a patient requests that their visit or parts of their visit be kept
confidential, how can providers bill for services and maintain
confidentiality?

Answer

Billing for any visit often generates EOBs or statements sent to the
insurance policyholder. These documents can inadvertently disclose

15



Considerations

What to do

Sample script

Insurance

confidential care. Some institutions have policies or billing codes to
minimize disclosure for sensitive adolescent services.

As a policy, Medicaid/Apple Health and Managed Care Organizations who
manage Apple Health do not send out EOBs for health care services
provided to teens ages 13-18.

o Familiarize yourself with your institution’s and state’s billing
confidentiality protections.

e Use confidential billing codes when they are available.

o Before billing, discuss potential risks and disclosures with the
adolescent.

e Assist patients with completing health insurance confidentiality
forms, such as this Office of the Insurance Commissioner form, and
submit them to relevant health insurance companies on behalf of
patients.

o If abreach of confidentiality occurs through insurance
communications, you can file a complaint with the Office of
the Insurance Commissioner.

e When possible, explore alternative payment options (e.g., confidential
payment, sliding scale, clinic-funded care, enroll in Medicaid Family
Planning Only program, or refer to the closest Title X Clinic) to protect
privacy.

“Some services might appear on insurance statements your
parent/guardian receives. We can review options for confidential billing
So your care remains private when possible.”

What information appears on an EOB?

Answer

EOBs typically list the types of services provided, date of service,
provider, billing amount, and the insurance coverage applied. They may
also include diagnoses and procedure codes, which can reveal the nature
of the service.

Who receives the EOB?

Answer

EOBs are generally sent to the policyholder—most often a parent or
guardian—even if the adolescent consented to care independently.

If a patient requests confidentiality and consents to certain care
independently, will an EOB still be sent to their guardian?

16
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In most cases, yes. Even for confidential services, EOBs are sent to the
policyholder unless state law or institutional policies allow an exception.

Answer

Washington Apple Health/Medicaid and Medicaid Managed Care
Organizations automatically suppress EOBs and limit quality assurance
calls to protect patient confidentiality.

What to do e Familiarize yourself with your institution’s and state’s EOB and
confidentiality billing riles.

o Use confidential billing codes when available.

e Discuss potential risks and disclosures with the adolescent before
billing.

e Assist patients complete health insurance confidentiality forms and
submit them to relevant health insurance companies on behalf of
patients. For example, this form from the Office of the Insurance
Commissioner.

o Ifaconfidentiality breach occurs due to insurance
communications, help the patient file a complaint with the
Office of the Insurance Commissioner.

e When possible, explore alternative payment options such as
confidential payment, sliding scale, clinic-funded care, enrolling in
Medicaid Family Planning Only program, or refer to the closest Title X
Clinic to protect privacy. to protect patient privacy.

Note

Is there a way for an adolescent patient to request that EOBs be sent
directly to them?

Some states and insurance plans allow adolescents to request that EOBs

Answer
or other confidential communications be sent directly to them. Processes
vary by insurer, and EOBs may still be sent to a shared address.

What to do e Be aware of local regulations and insurer-specific policies for

confidential communications.

e Give adolescents information to submit requests for direct EOB
delivery and discuss alternative payment options when confidentiality
is important.

e If possible, provide patients with a health insurance confidentiality
form that they can complete during the appointment and that the
clinic can then mail for them. Remind the patient that the form may
take several weeks to be processed and may not prevent an EOB
being sent for the current appointment. They can complete during the
appointment and have the clinic mail for them.

17
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Sample script

e Remind patients these forms can take several weeks to process and
may not prevent an EOB disclosure for their current appointment.

“Some insurance statements might go to your parent/guardian. You may
be able to request that they be sent directly to you. We can help you find
out what your plan allows and review other options to keep your care
private.”

Health Information Management (HIM)

If a guardian requests health records, are confidential notes or other
private health information for adolescents released?

Answer

What to do

Sample script

Release policies vary by state law and institution. Generally, confidential
notes related to services that adolescents can consent to independently
(e.g., sexual health, mental health, substance use treatment) are not
released automatically to guardians. Medical records staff should follow
institutional and legal guidelines to protect sensitive adolescent
information.

e Clinicians and staff should understand which records can be released
and under what circumstances.

e Clearlyindicate in the chart which notes or services are confidential,
and document when a parent or guardian agreed to private one-on-
one conversation with the care provider for their teen.

e Provide clear information to both adolescents and guardians about
information may or may not be released.

“Some parts of your health record, like notes about confidential services,
are protected by law and won’t be shared automatically if a parent or
guardian requests your records. We can explain what can be released
and what stays private.”

18
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