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1 Document Overview

Purpose and Contents

The RxSentry® Training Guide for Practitioners serves as a step-by-step training guide for
medical practitioners and prescribers in the State of Washington using RxSentry for querying
purposes. It includes such topics as:

Requesting an account
Creating query requests
Viewing query request status
Generating reports

Note: RxSentry is a proprietary system for prescription monitoring provided by Health
Information Designs, LLC for use by the Washington Prescription Monitoring Program,
Prescription Review.

RxSentry Update

The RxSentry system recently underwent an extensive update designed to improve the user
experience. The new user interface is more intuitive and visually pleasing, and also provides
some new functionality.

Here are the most significant new features:

Retrieve User Name — this function allows you to retrieve a forgotten user name.

View Alert Messages —the WA PMP staff now has the ability to post an alert to your
RxSentry home page. If the WA PMP has posted an alert, it will be displayed on your home
page upon logging in.

Query Tab —this tab provides direct links to every query you are allowed to access.
Multiple Recipient Query — this function allows you to query up to 20 recipients at once.

Report Queue Tab — this tab (previously the View Query Status link) allows you to view all of
your available reports quickly.

User Management Tab — this tab allows you to update your user profile information and
password, as needed. If you are a master account holder, you will also manage your
delegate accounts from this tab.

System Help Tab — this tab provides resources that may answer any questions you have
about using RxSentry, such as creating a query. These resources include online help, an
electronic version of the Training Guide for Practitioners, and system tutorial videos.

Resources Tab — this tab provides links to PMP resources, such as the Washington State
Department of Health PMP website, factsheets, and frequently asked questions.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 2
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As you will see, this guide has been restructured to correspond with the new interface. The
table below provides a quick reference for existing topics in this guide that have been moved or

changed:
If you are looking for... Previously located in... It is now found in...
Update or Confirm Account Chapter 3, Accessing RxSentry Chapter 5, User Management,

Information

Update User Profile

Subaccounts

Chapter 4, Using RxSentry Chapter 5, User Management,
Delegate Accounts

Practitioner/Pharmacist Query

The Practitioner/Pharmacist Query function and the corresponding
topic in this guide are now called Recipient Query.

Search History

The Search History function and the corresponding topic in this guide
are now called Prescriber History Query.

Prescriber Search by DEA

The Prescriber Search by DEA function and the corresponding topic
in this guide are now called Prescriber DEA Query.

View Query Status

The View Query Status function and the corresponding topic in this
guide are now called Report Queue.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
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2 System Overview

The RxSentry Prescription Monitoring Program is a web-based system that facilitates the
collection, analysis, and reporting of information on the prescribing, dispensing, and use of
prescription drugs.

The system materially assists state regulators and practitioners authorized to prescribe and
dispense controlled substances in the prevention of diversion, abuse, and misuse of controlled
substance prescription medication.

The use of data collected through RxSentry allows for the provision of education and
information, early intervention, prevention of diversion, investigation, and enforcement of
existing laws governing the use of controlled substances.

This system serves as a valuable tool in the effort to protect the health and welfare of our
citizens by reducing the abuse of prescription drugs.

Note: For the purposes of this document, the RxSentry Prescription Monitoring Program is
referred to as RxSentry.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 4
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3 Accessing RxSentry

About This Chapter

This chapter contains instructions for Washington practitioners and pharmacists about how to
request an RxSentry account and log in to RxSentry.

Initial Access through SecureAccess Washington

Beginning April 28, 2015, all WA PMP users must access RxSentry through the SecureAccess
Washington (SAW) security portal.

If you were granted access to RxSentry prior to April 28, 2015, you will use your existing WA
PMP user name and password to link your PMP account to your SAW account using the steps
provided in the Existing Users topic in this document.

If you do not have an RxSentry account, you can apply for WA PMP access through the SAW
portal using the steps provided in the New Users topic in this document.

The initial steps to link your account or request PMP access will only need to be performed
once. If you have already linked your WA PMP account to your SAW account, follow the steps
provided in the Log In to RxSentry topic to log in through the SAW portal.

Important Notes:

=  Your WA PMP user name and password are not the same as your SAW user name and
password.

= |f you have not registered for a SecureAccess Washington account, click the Create one link
on the SAW home page (https://secureaccess.wa.gov) and follow the steps to set up your
SAW account. For help establishing your SAW account, you may refer to
http://support.secureaccess.wa.gov/.

= |fyou are not able to sign up for an SAW account or are not a U.S. citizen, you must call the
SAW Help Desk (888-241-7597) to access Prescription Review through the SAW portal.

Existing Users

Before you can access RxSentry through the SAW portal, you must add Prescription Review as a
service on your “My Services” tab and provide your WA PMP user name and password. Note
that you will only have to perform these steps one time. If you have already added Prescription
Review to your “My Services” tab, refer to the Log In to RxSentry topic in this document.

Important Note: The WA PMP is a secure service, meaning that it can only be accessed through
SAW by entering a service code. The service code for WA PMP practitioners and pharmacists is
PMP-PR.

Perform the following steps to add Prescription Review to your SAW services:

1. Open an Internet browser window and enter the following URL:
https://secureaccess.wa.gov.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 5
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The SecureAccess Washington login window is displayed:

Log in to SecureAccess Washington

Password:

Forgot Forgot Activate Missing
User ID? Password? Account Email?

Follow our Security Operations Center

Do not have an account?

© Copyright 2014
Washington State Dept. of Consoidated Technology Services.
All Rights Reserved

2. Enter your SAW user name in the User ID field.
3. Enter your SAW password in the Password field.

4. Click Login.

A window similar to the following is displayed:

Welcome,

Account Management

W ¥ Add a New Service Contact Us

Service Agency Description Status Action

No services

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs.
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5. Click Add a New Service to add Prescription Review to your “My Services” tab. A window
similar to the following is displayed:

¥ Add a New Service Contact Us

Service code: Select an agency below to see a list of services:

If you have been given a service code, enter it below to
apply for access to the service

Board for Volunteer Fire Fighters

Community, Trade and Economic Development
Consolidated Technoloay Services

Criminal Justice Training Commission

Department of Archaeology and Historic Preservation
Department of Commerce

Department of Ecology

Search services by keywords: Department of Fish and Wildlife
Enter keyword(s) below to find related services. Leave field + Department of Health
blank to display all services. Department of Information Services
Department of Natural Resources
J » Department of Revenue
Department of Social and Health Services
Department of Transportation
Developer Testing Only
DIS DEMO DOMAIN
Enterprise Services
Labor & Industries
Liguor Control Board
Military Department Headguarters
Office of Financial Management
Washington State Board of Accountancy

—
.

AT LEAST ONE of the words v

6. Enter PMP-PR in the Service code field.

Note: Prescription Review is a secure service and can only be added by entering the service
code provided above. Prescription Review will not be found in the list or by using the search
function.

7. Click Apply.

Note: If this is your first time using the SAW portal, you will be prompted to answer several
guestions to verify your identity (this service is called Knowledge Based Authentication).

Knowledge Based Authentication (KBA) is an Internet security tool. KBA works to
authenticate the identity of the user by asking questions that match existing public record
information with the name and address you provide. The information you provide to the
system, including your name and address, is encrypted. Once the system has
authenticated you, everything but your name is deleted. The Prescription Monitoring
Program Security Policy does not allow for bypassing KBA.

= Asstated above, these questions may include any information of public record. Because
the questions come from public record, you need to provide a complete address and
your full legal name as it appears on your driver’s license or birth certificate.

* You may find you have to enter a former address, especially if your address has
changed recently (within the past 1-2 years) to get the right questions that pertain to
your identity.

Once you have answered these questions and successfully verified your identity, you will be

prompted to enroll in Adaptive Authentication.

= You must first establish your security questions and answers. Special characters are not
permitted when answering the security questions.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 7
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=  You will then provide phone numbers (the country code for USA is at the top of the
drop-down list) and e-mail addresses. Phone numbers should be direct lines, as you may
get a call from the system when you attempt to login.

You will only be required to perform these steps the first time you add a service to your
SAW account.

A window similar to the following is displayed:

Washington Prescription Review

New Accounts

PMP Provider Account Registration Form (using SecureAccess Washington Account)

Please indicate your intended action
Do you already have a Washington Prescription Monitoring Program (PMP) account with a username and password?

Yes. T am an existing WA PMP user
No.Ineed to create a new WA PMP account

Submit

B
8. Click to select Yes, | am an existing WA PMP user.

9. Click Submit.

A window similar to the following is displayed:

Washington Prescription Review

Please enter your WA PMP credentials to link your account to your SecurefAccess Washington account.
Access System ’ ’ ’

Username:
Password:

Login

10. Enter your WA PMP user name in the Username field.
11. Enter your WA PMP password in the Password field.
12. Click Login.

Notes:

=  You will only have to enter your existing WA PMP user name and password the first time
you access RxSentry through the SAW portal.

= |f you cannot remember your WA PMP user name or password, please contact the HID
Help Desk by e-mail at wapmp-info@hidinc.com or by phone at 877-719-3121.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 8


mailto:wapmp-info@hidinc.com

Washington State Department of Health
Error! Unknown document property name. Accessing RxSentry

The RxSentry home page is displayed:

Washington Prescription Monitoring Program ﬂ Beview
Prescribe health QUSELRREICIS

Washington Practitioner/Pharmacist Query Site
Multiple Recipient Query
Prescriber History Query Query Creation Tip
Prescriber DEA Quet
& Make your query as general as possible and then dill down to more specific information once you have identified the person for whom you are looking. For example, you could enter the last name of the individual, the first letter of
the first name, and a birth date. and then click Next. When the preliminary results are displayed on the screen. you can highight the person that you want to query and then click Submit to submit the query for processing

If you enter a specific birth date for an individual and the query results are blank. click the Within field just below the Date of Bith field and resubmit the query vith a wider date range, for example, within two years of birth date, to
create a query with broader search criteria

Once you have submitted the query for processing, you will be redirected to the Report Queue. In the Report Queue, click the Job Sequence ID number to view the report you requested. ff the Job Sequence ID is not a hyperiink.
click your browser’s refresh button. The Job Sequence ID vill appear as a hyperiink when the report s ready for viewing

‘ B 7 -
BeSENTRY ﬂ)rescrlpm Review @) Health
Copytight© 2013 Health nformaton Designs, LLC Prescrbe health [ R o ashing ain
U need futherassstance please confact e POMP Hlp Desk 0. 80x 7852, Ohpi,Washingion 96 .

New Users

Before you can access RxSentry through the SAW portal, you must request access to the WA
PMP. Once your request has been approved, you will be notified by e-mail and you will be able
to access Prescription Review from your “My Services” tab. Note that you will only have to
perform these steps one time. If your account request has already been approved, refer to the
Log In to RxSentry topic in this document.

Important Note: The WA PMP is a secure service, meaning that it can only be accessed through
SAW by entering a service code. The service code for WA PMP practitioners and pharmacists is
PMP-PR.

Perform the following steps to request access to the Prescription Review database:

1. Open an Internet browser window and enter the following URL:
https://secureaccess.wa.gov.

The SecureAccess Washington login window is displayed as shown on the following page.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 9
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Log in to SecureAccess Washington

Password:
User ID? Password? Account Email?

Follow our Security Operations Center

Do not have an account? Create one

® Copyright 2014
Washington State Dept. of Consolidated Tezhnology Serviees
Al Rights Reserved

2. Enter your SAW user name in the User ID field.
3. Enter your SAW password in the Password field.
4. Click Login.

A window similar to the following is displayed:

m: TR
WASHINGTON

Account Management

m ¥ Add a New Service Contact Us

Service Agency Description Status Action

No services.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 10
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5. Click Add a New Service to add Prescription Review to your “My Services” tab. A window
similar to the following is displayed:

¥ Add a New Service Contact Us

Service code: Select an agency below to see a list of services:

If you have been given a service code, enter it below to

Board for Volunteer Fire Fighters
apply far access to the service

Community, Trade and Economic Development
Consolidated Technology Services
Criminal Justice Training Commission
Department of Archaeology and Historic Preservation
Department of Commerce

Department of Ecology

Department of Fish and Wildlife
Department of Health

Department of Information Services
Department of Natural Resources
Department of Revenue

Department of Social and Health Services
Department of Transportation

Developer Testing Only

DIS DEMO DOMAIN

Enterprise Services

Labor & Industries

Ligquor Control Board

Military Department Headquarters

Office of Financial Management
Washington State Board of Accountancy

S
DI T )

Search services by keywords:

Enter keyword(s) below to find related services. Leave field
blank to display all services.

AT LEAST ONE of the words v

6. Enter PMP-PR in the Service code field.

Note: Prescription Review is a private service and can only be added by entering the service
code provided above. Prescription Review will not be found in the list or by using the search
function.

7. Click Apply.

Note: If this is your first time using the SAW portal, you will be prompted to answer several
questions to verify your identity (this service is called Knowledge Based Authentication).

Knowledge Based Authentication (KBA) is an Internet security tool. KBA works to
authenticate the identity of the user by asking questions that match existing public record
information with the name and address you provide. The information you provide to the
system, including your name and address, is encrypted. Once the system has
authenticated you, everything but your name is deleted. The Prescription Monitoring
Program Security Policy does not allow for bypassing KBA.

= Asstated above, these questions may include any information of public record. Because
the questions come from public record, you need to provide a complete address and
your full legal name as it appears on your driver’s license or birth certificate.

* You may find you have to enter a former address, especially if your address has
changed recently (within the past 1-2 years) to get the right questions that pertain to
your identity.

Once you have answered these questions and successfully verified your identity, you will be
prompted to enroll in Adaptive Authentication.

=  You must first establish your security questions and answers. Special characters are not
permitted when answering the security questions.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 11
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=  You will then provide phone numbers (the country code for USA is at the top of the
drop-down list) and e-mail addresses. Phone numbers should be direct lines, as you may

get a call from the system when you attempt to login.

You will only be required to perform these steps the first time you add a service to your

SAW account.

A window similar to the following is displayed:

Washington Prescription Review

New Accounts

Please indicate your mtended action.
Do you already have a Washington Prescription Monitoring Program (PMP) account with a username and password?

Yes. ] am an existing WA PMP user
No. I need to create a new WA PMP account

Submit

Re

PMP Provider Acconutt Registration Form (using SecureAccess Washington Acconnt)

8. Click to select No, I need to create a new WA PMP account.
9. Click Submit.

The PMP Provider Account Registration Form is displayed:

*LAST Name: *FIRST Name: Middle Initial:
* Date of Birth MM/DD/YYYY): * Last 4 Digits of SSN:
Business Name (if applicable)

* Street Address

PMP Provider Account Liability Statement
I agree that by accessing this system, I affirm that I am:

1. Currently licensed and authorized to prescribe or dispense controlled substances: or
2. Currently licensed as a health care practitioner AND I am currently authorized to access this system by a
prescriber who meets the the requirements in paragraph (1)

I understand that my use of this svstem is permitted only in connection with:

« providing medical or pharmaceutical care for my patients.
+ providing my patient his or her own preseription monitoring information contamned in the system. so long as I
am sure of the patient's identity

I understand that any other access or disclosure of PMP data is a violation of Washington law and may result in
civil sanctions or disciplinary action. I further understand that I will treat the information in the system as any
other health care information and will protect the information m my possession in accordance with federal and
state laws governing health care information.

I understand that [ am responsible for all use of my user name and password. and any use of the system by a
provider [ have authonized. I will never share my password wath anyone. mcluding co-workers. If any
authentication or password 1s lost or compromised. or if a provider who [ have authorized to access the system
10 longer needs that access. I agree to notify the Department of Health immediately.

[ understand that the PMP will conduct auditing activities to monitor for unusual or potentially unauthorized use
of the system

Accept & Submit

PMP Provider Account Registration Form (using SecureAccess Washington Account)

* City: * State: | Select a slate v | *Zip Code:

* Health Profession License Type (Example: M.D.. PA. etc.): Select type v

* State License Number (WA licenses only: without prefix - ex. 12345678): * License State Code: | Select a state
* Phone # (123-456-7890x0000): Fax:

* DEA Number (for prescribers only. ex. AB1234567): DEA Suffix: * Email:

* Security Question: | Please Select v | * Security Answer:

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs.
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10.

11.

12.

Complete the fields on the account registration form, noting that required fields are
indicated with an asterisk (*).

Click Accept & Submit.

If any required information is incomplete or missing, a message is displayed indicating which
fields must be corrected before your account request form can be submitted.

If all information has been properly supplied, a completed account request form is
displayed, along with a prompt to print the form.

Print the form and save a copy of it for your own records. If Program staff are not able to
easily verify your information you may be required to have the form notarized and mail it in.

The Washington Prescription Review Program staff will review your request and verify the
information. You may be contacted if additional information is required.

If you are approved for an account, you will be notified via e-mail. The e-mail will contain
your approval confirmation, as well as your personal identification number (PIN) that you
will use to identify yourself if you need assistance from the HID Help Desk.

If you are denied access to the system, or if there was an error in your application, you will
be notified by the Washington Prescription Review Program staff.

Important Notes:

=  Once you have applied for WA PMP access, you will see PMP — Provider on your “My
Services” tab. However, you will not be able to access the practitioner query site until
you have received your approval notification. Until your account has been approved, an
error message will display upon clicking the PMP - Provider link.

= Once you have been approved for WA PMP access, follow the steps in the Log In to
RxSentry topic in this document.

Log In to RxSentry

Perform the following steps to access RxSentry through the SecureAccess Washington portal.

Note: If you have not added Prescription Review to your SAW services, refer to the Initial Access
through SecureAccess Washington topic in this document.

1.

Open an Internet browser window and enter the following URL:
https://secureaccess.wa.gov.

The SAW login window is displayed as shown on the following page.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 13
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Log in to SecureAccess Washington

Password:

User ID? Password? Account Email?
F LOGIN | Follow our Security Operations Center 8

Do not have an account? C

® Copyright 2014
Washington State Dept. of Consoiidated Technology Services
AllRights Reserved

2. Enter your SAW user name in the User ID field.
3. Enter your SAW password in the Password field.
4. Click Login.

A window similar to the following is displayed:

Eﬂ: e
WASHINGTON

Account Management

m ¥ Add a New Service Contact Us

Service Agency Description Status Action

PMP - L aw Enforcement Department of Health Prescription Monitoring Program - Law Active Remove
Enforcement

PMP - Provider Department of Health Prescription Monitoring Program - Provider Active Remove
Site

PMP - State Department of Health Prescription Monitoring Program - State Site  Active Remove

5. Click PMP - Provider.

Note: SAW will give you the opportunity to update your Adaptive Authentication
information (e.g., e-mail address, phone number, and security questions) prior to accessing
your service. If you do not need to update your information, click Continue on the window

Copyright © 2011-2015 Health Information Designs. All rights reserved.
Do not copy or distribute without the express written permission of Health Information Designs. 14
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that is displayed. If you wish to update this information, click Change and follow the steps to

update your information.

If you are accessing the system from a different computer, or if your computer does not
retain information in your browser that SAW uses to determine risk for verifying the identity
of a returning user, SAW may also ask you a security question or require you to validate your

identity through phone call or e-mail.

The RxSentry home page is displayed:

Washington Prescription Monitoring Program

Home ReportQueue  User Management  SystemHelp  Resources

Prescripti
Prescribe health JURUZRERELC S

Log Out

Recipient
plonRUberY Washington Practitioner/Pharmacist Query Site
Multiple Recipient Query

Prescriber History Query Query Creation Tip
Prescriber DEA Query

create 2 query with broader search ciiteria

click your browser's refiesh button. The Job Sequence ID will appear as a hyperlink when the report s ready for viewing

Make your query as general as possible and then drill down to more specific information once you have identified the person for whom you are looking. For example, you could enter the last name of the individual, the first leter of
the first name. and a bith date. and then click Next. When the preliminary resuits are displayed on the screen, you can highlight the person that you want to query and then click Submit to submit the query for processing.

If you enter a specific bitth date for an individual and the query resaits are blank, click the Within field just below the Date of Birth field and resubmit the query with a vider date range, for example, within twa years of birth date, to

Once you have submitted the query for processing, you will be redirected to the Report Queus. In the Report Queue, click the Job Sequence ID number to view the report you requested. ff the Job Sequence ID is not  hyperiink,

.

BeSENTRY - ;
Copy 013 Health Information Designs, LLC Prescribe health (AR d
If you nec irther assistance, please contactthe PDMP Help Desk

@ Hedlth
Washington State D: He.

PO. Box 47852, Olympia, Washington, 98504-7852, Fax

View Alert Messages

The WA PMP staff has the ability to send you alert messages.
Perform the following steps to view alert messages:

1. Loginto RxSentry.

If you have a new message from the WA Department of Health, it will be displayed on the

RxSentry home page, as illustrated below:

Washington Prescription Monitoring Program

‘/Prescripri n Heviev

New alert messages are

Home m ReponQueue  User Mams displayed here.

System Help  Resources

Prescribe heath [T

Log Cut

I
Reciplont Quory

Multiple Reciplent Quory

) ALERT(s)

Prescaiber Histary Cucey Creats Daw Freawd 8y |

Prescriber DEA Guery | EET] — :
[y

creale 3 query wih broader seach crlera

click your browsads reiesh button. The.Job Sequence I0) wil appear as  hypedink when the repor is ready for viswing

Maice your query as general as possible and than il dawn o more specifc iformation ance you have identifed the person for whom you are looking. For example. you could enter the Last name of the indvidual, the first letter of
tha rst naema, 30 3 Brth date, and than chek Naxt. Wikn th prskminady resulis are displayed on the $crsen, you can haghght the person that you want 15 query 85 then chek Subeat 1o 3ubmi the quiey for pracessing

Hyou anker  specic binth date for an indhictzal and the query tesulls are biank, chick the Within field just below the Daby of Birth Sald and resubmi the query with 2 wider date range, for exampls, within two years of kirth date, to

Once you have submitted the query for processing. you will be rediected 1o the Repont Guece. In the Repor Queus, chck ihe Job Sequence ID numibe 1o wew the report you requested. f the Job Sequence KD is not a hypedink

Bf.“| NTRY* ﬂ:'rcscripti- evi

\\msmna heatth [

e POMP Help Desk

&P Health
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2. After you have read the message(s), click I Acknowledge the Alert(s) to confirm that you
have received and read the alert.

Note: If you need to make any notes regarding the alert(s), please do so before clicking the |
Acknowledge the Alert(s) button. Once you have clicked this button, the alert message

window will not display again until the WA Department of Health sends you another
message.

Log Out of RxSentry

To log out of RxSentry, you may click Log Out from the RxSentry home page, or you may return
to SAW and log out from the SAW home page.

Note: Clicking Log Out on the RxSentry site logs you out of both the RxSentry and SAW

applications. If you need to access RxSentry again, you will be required to enter your SAW user
name and password.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
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4 RxSentry Queries

About This Chapter

This chapter explains how to create queries regarding recipient usage of controlled substances,
view a history of searches, and search by prescriber DEA number.

Note: Pharmacists can create patient queries; prescribers can create patient queries and queries
regarding prescribing history using their own DEA number.

The following types of queries are available:

= Recipient Query — used by practitioners and pharmacists to create queries regarding
recipient usage of controlled substances

=  Multiple Recipient Query — used by practitioners to query up to 20 recipients at once and
generate a recipient report for each recipient

= Prescriber History Query — used by practitioners to view a history of all queries performed
using their user ID, as well as all queries performed by their delegates, if applicable

= Prescriber DEA Query — used by practitioners to view a history of all dispensed prescriptions
attributed to their DEA number

Recipient Query
Perform the following steps to create a query on recipient controlled substance usage:
1. Loginto RxSentry.

A window similar to the following is displayed:

Washington Prescription Monitoring Program n Beview
Prescribe health R IR
Home Report Queue User Management System Help  Resources Log Out

Recipient
SRR Washington Practitioner/Pharmacist Query Site

Multiple Recipient Query

Prescriber History Query Query Creation Tip

Prescriber DEA Q
rescriber ey Make your query as general as possible and then drill down to more specific information once you have identified the person for whom you are looking. For example, you could enter the last name of the indiidual, the first letter of

the frst name, and a bitth date, and then click Next. When the preliminary resuits are displayed o the screen, you can highlight the person that you wan to query and then click Subrmit to submit the query for processing

If you enter a specific bitth date for an individual and the query resuts are blank, click the Within field just below the Date of Birth field and resubmit the query with a wider date range, for example, within two years of birth date, to
create a query with broader search criteria

Once you have submitted the query for processing, you wil be redirected to the Report Queue. In the Report Queue, click the Job Sequence ID number to view the report you requested. If the Job Sequence ID is ot a hyperlink,
click your browsers refresh button. The Job Sequence ID will appear as a hyperlink when the report is ready for viewing

Prescripti S92 &P Health
. Prescrive health [P O 3 ng eat
& PDMIP Help Desk PO. Box 47852, Olympia, Washingto x 200

2. Click Recipient Query.
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A window similar to the following is displayed:

Washingten PDMP Certification Statement for Provider/Pharmacist

| agree that by accessing this system, | affirm that | am
Currently licensed and authorized to prescribe or dispense controlled substances; or
Currently licensed as a health care practitioner AND | am currently authorized to access this system by a prescriber who mests the the requirements in paragraph (1)

I understand that my use of this system is permitted only in connection with:
providing medical or pharmaceutical care for my patients.
providing my patient his or her own prescription monitoring information contained in the system, so long as | am sure of the patient's identity.

| understand that any other access or disclosure of PMP data is a violation of Washington law and may result in civil sanctions or disciplinary action. | further understand that |
will treat the information in the system as any other health care information and will protect the information in my possession in accordance with federal and state laws goveming
health care information.

| understand that | am responsible for all use of my user name and password. and any use of the system by a provider | have authorized. | will never share my password with
anyone, including co-workers. If any authentication or password is lost or compromised, or if a provider who | have authorized to access the system no longer needs that access,
| agree to notify the Department of Health immediately.

| understand that the PMP will conduct auditing activities to monitor for unusual or potentially unauthorized use of the system.

I accept the above conditions

You must accept the above conditions before you can continue.

You may query any recipient name, but before you can view the results of the query, you
must authenticate the query by indicating that the query is for a valid reason and that you
have the potential to provide a service to the recipient whose name is being queried.

Note: Without selecting the check box indicating that you understand and agree to the
terms and conditions, you will not be able to access the Recipient Query window.

3. Select the check box indicating that you accept the terms and conditions. A window similar
to the following is displayed:

*Last Name:
*First Name:
Search Method: Fastest: Last name equals, first name begins -

*Date of Birth: g
mmJ/ddfyyyy

Within: Eact Match -

Gender Al -

County: Select Courty -
ZIP Code:

*Dispensed Start Date: 03/18/2013 ]
mm/ddfyyyy

*Dispensed End Date: p3/13/2014 |
mm/ddfyyyy

*Required Field
All required fields must be filled in.
However, for the best search results, fill in as many fields as possible.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
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4. Complete the information on the Recipient Query window, using the field descriptions in the
following table as a guideline. Note the required fields, which are marked with an asterisk
(*); if these fields are not populated, an error message is displayed.

Field Name Usage

Last Name (Required) Type the recipient’s last name.
You may also search for a specific recipient by using partial text, for
example, type Smi to display a list of recipients containing “Smi” in
the first three letters of their last name.

First Name (Required) Type the recipient’s first name.

You may also search for a specific recipient by using partial text, for
example, type Tho to display a list of recipients containing “Tho” in
the first three letters of their first name.

Search Method

Select one of the following search methods:

= Fastest: Last Name Equals, First Name Begins — Allows you to
search by a recipient’s complete last name and partial first
name. The more information you can provide, the more specific
your search results will be.

= Begins With — Allows you to search by the first few letters of
the recipient’s last and first names.

= Sounds Like — Allows you to enter a name, and the system will
find names that sound similar to the one you entered.

If you are unsure of the recipient’s first and last name, or are unsure

of the spelling, use the Begins With or Sounds Like option.

Date of Birth

(Required) Type the recipient’s date of birth using the mm/dd/yyyy

format, or click the calendar icon (j) to select a date from the
calendar.

Within Used in conjunction with the Date of Birth field to specify a time
range within which to match the date of birth.

Gender Click the down arrow and select the gender of the recipients to
include in your search.

County Click the down arrow to select a specific county name, or leave this
field blank to produce a wider range of results.

ZIP Code Narrow your search by typing a specific ZIP code, or leave this field

blank to produce a wider range of results.

Dispensed Start Date

(Required) Use this field to enter a specific start date for the
dispensing timeframe, for example, 12/01/2013;

Or

You may click the calendar icon (j) and select a specific start date
from the calendar.

Copyright © 2011-2015 Health Information Designs. All rights reserved.
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Field Name Usage
Dispensed End Date (Required) Use this field to enter a specific end date for the
dispensing timeframe, for example, 12/31/2013;
Or

You may click the calendar icon (3) and select a specific end date
from the calendar.

Note: The Dispensed End Date cannot be greater than 14 days ago.

Master Accounts (Required) Select the master account holder for whom the query is

Note: This field only displays | being created.
if you are a delegate account
holder.

5. Once all criteria have been entered or selected, click Next. Your search results are displayed
similar to the following:

Search Criteria

Last Name: smith County:

FirstName: a ZIP Code:
Date of Birth: ¢ Dispensed Start Date: 12/20/2012
Gender: All Dispensed End Date: 12/20/2013

Search Results
To select a name,click on the desired name. To select multiple names, hold down [Ctrl] while clicking the desired names.

Last Hame First Name DOB County Address City State ZIP

Sort:  SORT by Recipiert by Date -

| Submit | | Clear | [ Previous |

6. From the Search Results section of this window, click the desired recipient’s name. To select
multiple recipients from the list:

= [f the recipients are listed consecutively, click the first value, hold down the [Shift] key,
and then click the last value.

= |f the recipients are not listed consecutively, hold down the [Ctrl] key while clicking each
value.

7. Select one of the following sort options:

= By Recipient by Date: this option sorts first by recipients (patient IDs, in numerical
order) and then by prescription dispense date (newest to oldest)

= By Date Only: this option sorts by prescription dispense date (newest to oldest)

8. Click Submit.
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Your report results are displayed similar to the following:

RxSentry Queries

Recipient Report
Lkl Mol Do Cusily
Tirwd Hamae John Tip T
e of e nnpeened SEari Dl &1 15013
[ Deigaried [ Dt S 1073
Racipheniic | o of | eomesets Seinated - ok 1s Ve
— y— " s - - e e —r
WD Dy Supgdy
e e
pazaon ANDROGEL 5 PNy —
o+ - 2 N TN Bk Phllp
TRt Ly SR Ty ] ¥ Aagbum ML
Batnes, AL -JEH 3D
DOE JOrei
| =l e ] HYDROCODORE - ACETAMBMOPHEM -] - A e Pharmacy
e LI Evdp
| S Srh g e T 2 § S Aasbuan A
Aastngm AL -39
DOE JOHR
H (= I e P Py
" - TZENN Baker Pl

P Masahod 31

Generate POF

Prevate Py (2ebleche sl [0shlecheirs M olonseiol Fistancs, 055 Mltsry halalabar afed W DEcWerkes's Companiabes [T imdhan Netosd, e Ouhed

Hap Rosalts

Note: Your search criteria and the recipient names you selected are located above your
report. You may click the down arrow in the Recipients field to view the patients you chose
to include in your report.

9. From this window, you may perform the following functions:

a)

b)

Click the column headers that are hyperlinks (Date Dispensed/Date Prescribed,
Prescriber, and Dispenser) to sort your results.

Click Generate PDF to generate a PDF version of your report.

Your report will begin to process, and a window similar to the following is displayed:

Query 276 has been created. Go to Report Queue in the navigation menu to retrieve report when query finishes running.

Click the Report Queue link to navigate to the Report Queue and view your report.
Continue to the Report Queue topic in this document for more information.

Click Map Results to view a graphical depiction of your results. A window similar to the
following is displayed:

MNap Satalifle Hybrid

Y eralos

vassbun  Dakota

Lt Mo

|
I
: North
|
|

@ e -@ @ @ G dpmesting Ezj 6

Bismarck.

uow  ER Edgeiey La
ot r Lo Edgeley Labtzurs 0

Aatiy

If desired, click the direction arrows in the top left corner of this window to scroll to
different sections of the map.

You may also expand or reduce the detail included in the map by clicking the plus (+) or
minus (=) symbols.
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When the map is expanded, the following icons are visible:

o Red pushpin — Represents the recipient’s address; clicking a pushpin displays the
total number of prescriptions for the recipient

o Doctor bag — Represents the physician’s address; clicking a doctor bag displays the
physician’s name and number of prescriptions written for the recipient

o Mortar and pestle — Represents the pharmacy’s address; clicking a mortar and
pestle displays the pharmacy’s name and phone number

Multiple Recipient Query

This function allows you to query up to 20 recipients at once and generate a recipient report for

each recipient. For your convenience, all reports are compiled in to a single PDF file.
Perform the following steps to create a multiple recipient query:
1. Loginto RxSentry.

A window similar to the following is displayed:

Washington Prescription Monitoring Program

Home ReportQueue  User Management  System Help  Resources Log Out

Recipient Qi
ST Washington Practitioner/Pharmacist Query Site

Multiple Recipient Query
Prescriber History Query Query Creation Tip
Prescriber DEA Q

rescriber ey Make your query as general as possible and then drill down to more specific information once you have identified the person for whom you are looking. For example, you could enter the last name of the indiidual, the first letter of
the fist name, and a bith date, and then click Next. When the preliminary results are displayed on the screen, you can highiight the person that you want to query and then click Submit to submit the query for pracessing

If you enter a specifc birth date for an indvidual and the query results are blank, click the Within field just below the Date of Bith field and resubmit the query with a wider date range, for example, ithin two years of bith date, to
create a query with broader search criteria

Once you have submitted the query for processing, you wil be redirected to the Report Queue. In the Report Quee, click the Job Sequence ID number to view the report you requested. If the Job Sequence ID is ot a hyperlink,
click your browsers refresh button. The Job Sequence ID will appear as a hyperlink when the report is ready for viewing

ith I

c

BesENTRY!

Prescripti SIBSEH1
5, LLC Prescribe health QYRR
actthe PDMP Help Desk

2. Click Multiple Recipient Query.

A window similar to the following is displayed:

Washingten PDMP Certification Statement for Provider/Pharmacist

| agree that by accessing this system, | affirm that 1 am
Currently licensed and authorized to prescribe or dispense controlled substances; or
Currently licensed as a health care practitioner AND | am currently authorized to access this system by a prescriber who mests the the requirements in paragraph (1)

I understand that my use of this system is permitted only in connection with:

providing medical or pharmaceutical care for my patients.

providing my patient his or her own prescription monitoring information contained in the system, so long as | am sure of the patient's identity.

| understand that any other access or disclosure of PMP data is a violation of Washington law and may result in civil sanctions or disciplinary action. | further understand that |
will treat the information in the system as any other health care information and will protect the information in my possession in accordance with federal and state laws goveming
health care information.

| understand that | am responsible for all use of my user name and password, and any use of the system by a provider | have authorized. | will never share my password with
anyone, including co-workers. If any authentication or password is lost or compromised, or if a provider who | have authorized to access the system no longer needs that access,
| agree to notify the Department of Health immediately.

| understand that the PMP will conduct auditing activities to monitor for unusual or potentially unauthorized use of the system.

[CI1 accept the above conditions

You must accept the above conditions before you can continue.
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You may query any recipient name, but before you can view the results of the query, you
must authenticate the query by indicating that the query is for a valid reason and that you
have the potential to provide a service to the recipient whose name is being queried.

Note: Without selecting the check box indicating that you understand and agree to the
terms and conditions, you will not be able to access the Multiple Recipient Query window.

3. Select the check box indicating that you accept the terms and conditions. The Multiple
Recipient Query window is displayed similar to the following:

*Dispensed Start Date:

*Dispensed End Date:

Recipient 1
*Last Name:

First Name:
*DOB:

Within:

Recipient 2
Last Name:

First Name:
DOB:

Within:

Recipient 3
Last Name:

First Name:
DOB:

Within:

Recipient 4

Last Name:

First Name:
DOB:

Within:

06/03/2013
mm/ddiyyyy

06/03/2014
mm{ddiyyyy

mm/ddiyyyy

Exact Match

mm/ddhyyyy

Exact Match

mm{ddiyyyy

Exact Match

mm{ddiyyyy

Exact Match

PP . PN

Query/Report Claims

-

e T P "

4. Type a specific start date for the dispensing timeframe in the Dispensed Start Date field, or
you may click the calendar icon and select a specific start date from the calendar.

5. Type a specific end date for the dispensing timeframe in the Dispensed End Date field, or
you may click the calendar icon and select a specific end date from the calendar.
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6. For each recipient you wish to query, complete the following information in the Recipient #
fields, beginning with Recipient 1:
a) Type the recipient’s last name in the Last Name field. Note that this field is required for
each recipient you query.
b) Type the recipient’s first name in the First Name field.

c) Type the recipient’s date of birth in the DOB field, or you may click the calendar icon
and select a date from the calendar. Note that this field is required for each recipient
you query.

d) Select a timeframe within which to match the date of birth in the Within field.

7. Click Next.

Your search results are displayed similar to the following:

Query/Report Claims
Search Criteria
Dispensed  01/01/2012 Dispensed End Date: 06/03/2014
Start Date:
Last Name: doe DOB: e

First Name: Within: 365

Recipient 1 Results

Last Name First Name DOB County Address City State pig

Auburn

Search Criteria

Dispensed 01/01/2012 Dispensed End Date:  06/03/2014
Start Date:

Last Name: doe DOB: -

First Name: & Within: 365
Recipient 2 Results
Last Name First Name DOB County Address City State P

Auburn

Search Criteria

Dispensed 01/01/2012 Dispensed End Date: 06/03/2014

Start Date:

Last Name: Murphy DOB: W i i

First Name: Within: 365
Recipient 3 Results

Last Name First Name DOB County Address City State Pl
— —— — LT

Auburn
Auburn

Auburn

Search Criteria

Dispensed 01/01/2012 Dispensed End Date:  06/03/2014
Start Date:
LastName: Smith DOB:

wens Within: 365

First Name:

Recipient 4 Results

Last Name First Name DOB County Address City State P

Auburn
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8. By default, all recipients displayed are selected. You may leave all recipients selected;

Or

If you wish to generate a report for a specific recipient, click the desired recipient’s name.
9. Click Request.

A window similar to the following is displayed:

Query/Report Claims

Query 42054 has been created. Go to Report Queue in the navigation menu to retrieve report when query finishes running.

10. Click the Report Queue link to navigate to the Report Queue and view your report. Continue
to the Report Queue topic in this document for more information.

Prescriber History Query

This function allows you to view an audit trail of all queries performed using your user ID for a
specified timeframe.

Note: If you are a master account holder, you may use this function to perform a search of all
gueries created with your account ID and those created by your delegate account holders.

Perform the following steps to view this report:
1. Loginto RxSentry.

A window similar to the following is displayed:

Prescribe health (OIS

Washington Prescription Monitoring Program n Beview

Home ReportQueue  User Management  System Help  Resources Log Out

Recipient Qi
ecipient Query Washington Practitioner/Pharmacist Query Site

Multiple Recipient Query
Prescriber History Query Query Creation Tip
Prescriber DEA Que

v Make your query as general as possible and then dill down to more specific information once you have identified the person for whom you are looking. For example, you could enter the last name of the indvidual, the first letter of
the first name, and a bith date, and then click Next. When the preliminary results are displayed on the screen, you can highlight the person that you want to query and then click Submit to submit the query for processing

If you enter a specific bitth date for an individual and the query resuts are blank, click the Within field just below the Date of Birth field and resubmit the query with a wider date range, for example, within two years of birth date, to
create a query with broader search criteria

Once you have submitted the query for processing, you wil be redirected to the Report Queue. In the Report Quee, click the Job Sequence ID number to view the report you requested. If the Job Sequence ID is ot a hyperlink,
click your browsers refresh button. The Job Sequence ID will appear as a hyperlink when the report is ready for viewing

Yy — .
BeSENTRY Prescripti SWsayS44 @ Health
pyrigh Heat " Prescribe health [ s o ashing Healtn

e o e e PO, Box 47852, Oympla, Washingto x 2901

2. Click Prescriber History Query.
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A window similar to the following is displayed:

Washingten PDMP Certification Statement for Provider/Pharmacist

| agree that by accessing this system, | affirm that | am
Currently licensed and authorized to prescribe or dispense controlled substances; or
Currently licensed as a health care practitioner AND | am currently authorized to access this system by a prescriber who mests the the requirements in paragraph (1)

I understand that my use of this system is permitted only in connection with:
providing medical or pharmaceutical care for my patients.
providing my patient his or her own prescription monitoring information contained in the system, so long as | am sure of the patient's identity.

| understand that any other access or disclosure of PMP data is a violation of Washington law and may result in civil sanctions or disciplinary action. | further understand that |
will treat the information in the system as any other health care information and will protect the information in my possession in accordance with federal and state laws goveming
health care information.

| understand that | am responsible for all use of my user name and password, and any use of the system by a provider | have authorized. | will never share my password with
anyone, including co-workers. If any authentication or password is lost or compromised, or if a provider who | have authorized to access the system no longer needs that access,
| agree to notify the Department of Health immediately.

| understand that the PMP will conduct auditing activities to monitor for unusual or potentially unauthorized use of the system.

I accept the above conditions

You must accept the above conditions before you can continue.

You must authenticate the query by indicating the query is for a valid reason and that you
are authorized to submit the query.

Note: Without selecting the check box indicating that you understand and agree to the
terms and conditions, you will not be able to access the Prescriber History Query window.

3. Select the check box indicating that you accept the terms and conditions. A window similar
to the following is displayed:

Prescriber History Query

User ID{s): [ z

Audit Start Date: 12/20/2012 [
mm/ddfyyyy

Audit End Date: 172/20,/2012 [
mm/dd/yyyy

| Submit |

4. The Audit Start Date and Audit End Date fields are automatically populated with the current
date. If you are using the current date to generate your report, you may continue to the
next step;

Or

You may change the Audit Start Date and Audit End Date by typing the desired dates or by
clicking the calendar icon and selecting a date from the calendar.
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5.

holding down the [Ctrl] key while clicking each user ID.

Click Submit.

Your report results are displayed similar to the following:

RxSentry Queries

If you are a master account holder, you may select multiple users in the User ID(s) field by

Prescriber History Query

Usr IDfsk  123Rcdym
fusit Start Dabe: 1230013
fmd® End Date: 12720013

Seqd Date i0

SourcaType By Datakl Hetwork Addr
. . Fupdil (hory BETE5 Qb [details) i

TIE2 12720113 a A phphysasst [Viewing sudis for usars 10.80.0 46
Change Usai charges

T163122013 DB A pmgupdateuserpraf pt_addrs1pt_city,pt sppt email_address, phone-numiber 10.80.0 46
From: Ta

(2] addine
T152 1202013 D8 & pmqupdateussrprelp g, e R 10.80.0 45

From To

query.

Prescriber DEA Query

From this window, you may click the details link next to a query to view the details of that

This function allows you to use your prescriber DEA number to view your prescribing history for

a specified timeframe.
Perform the following steps to view your prescrib

1. Loginto RxSentry.

ing history:

A window similar to the following is displayed:

Washington Prescription Monitoring Program

User Management ~ System Help  Resources

Prescripti Silsau T4
Prescribe health QUSTIREEIC)E

Log Out

Recipient
ecipient Query Washington Practitioner/Pharmacist Query Site
Multiple Recipient Query

Prescriber History Query Query Creation Tip

Prescriber DEA
[StcHbS eSSy Make your query as general as possible and then drill down to more specific information once you have identified the person for whom you are looking. For example, you could enter the last name of the indiidual, the first letter of
the fist name, and a bith date, and then click Next. When the preliminary results are displayed on the screen, you can highiight the person that you want to query and then click Submit to submit the query for pracessing

If you enter a specifc birth date for an indvidual and the query results are blan, click the Within field just below the Date of Birth field and resubmit the query with a wider date range, for example, within two years of bith date, to
create a query with broader search criteria

Once you have submitted the query for processing, you will be redirected to the Report Queue. In the Report Queue, click the Job Sequence ID number to view the report you requested. If the Job Sequence ID is not a hyperlink,
click your browser's refresh button. The Job Sequence ID will appear as a hyperlink when the report is ready for viewing

BeSENTRY”

Copyrigh
Ifyou ne

@ Fiealth

Prescripti SilSa4 Y
013 Health Information Designs, LLC Prescribe health QR . Washington S
irther assistance, please contactthe PDMP Help Desk P.0. Box 47852, Olympia, Washington, 98504-7

2. Click Prescriber DEA Query.
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A window similar to the following is displayed:

Washingten PDMP Certification Statement for Provider/Pharmacist

| agree that by accessing this system, | affirm that | am
Currently licensed and authorized to prescribe or dispense controlled substances; or
Currently licensed as a health care practitioner AND | am currently authorized to access this system by a prescriber who mests the the requirements in paragraph (1)

I understand that my use of this system is permitted only in connection with:
providing medical or pharmaceutical care for my patients.
providing my patient his or her own prescription monitoring information contained in the system, so long as | am sure of the patient's identity.

| understand that any other access or disclosure of PMP data is a violation of Washington law and may result in civil sanctions or disciplinary action. | further understand that |
will treat the information in the system as any other health care information and will protect the information in my possession in accordance with federal and state laws goveming
health care information.

| understand that | am responsible for all use of my user name and password. and any use of the system by a provider | have authorized. | will never share my password with
anyone, including co-workers. If any authentication or password is lost or compromised, or if a provider who | have authorized to access the system no longer needs that access,
| agree to notify the Department of Health immediately.

| understand that the PMP will conduct auditing activities to monitor for unusual or potentially unauthorized use of the system.

I accept the above conditions

You must accept the above conditions before you can continue.

You must authenticate the query by indicating the query is for a valid reason and that you
are authorized to submit the query.

Note: Without selecting the check box indicating that you understand and agree to the
terms and conditions, you will not be able to access the Prescriber DEA Query window.

3. Select the check box indicating that you accept the terms and conditions. A window similar
to the following is displayed:

Prescriber DEA Query

UserID{s): Robyn_MD - Robyn_MD

DEA(s): AW1234567

Dispensed Start Date: 12,03/2013 =
mmiddfyyyy
Dispensed End Date: 12,03/2013 |
mmiddfyyyy
Submit

4. The Dispensed Start Date and Dispensed End Date fields are automatically populated with
the current date. If you are using the current date to generate your report, you may
continue to the next step;

Or

You may change the Dispensed Start Date and Dispensed End Date by typing the desired
dates or by clicking the calendar icon and selecting a date from the calendar.

5. Click Submit.
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A window similar to the following is displayed:

Prescriber DEA Query
User ID: Tom Test - tom.beard_test Dispensed Start Date: 02/01/2013
DEA: 3 Dispensed End Date: 03/12/2013

Date Drug Name/ Quantity RX# Prescriber Dispenser Recipient “Payment

Dispensed! NDC Dispensed/ Method

Date Days Supply

Prescribed
A

02/08/2013 ZOLPIDEM TARTRATE ER 30 y

12072012 00956170310 0 1420204 11 O ORAGE AK o
AK-
Fi

102/08/2013 ALPRAZOLAM 100

02/07/2013 67253090210 25 HM?M[MD) :‘:&E‘:’HORAGE K G
AK-
M

02/08/2013 OXYCODONE HCL 120 p

102/08/2013 00406851501 20 10?8525[MD] :::IIJC.’HORAGEAK o
AK-
F

02/08/2013  HYDROCODONE- ACETAMINOPHEN 100

D2/07/2013 00406036701 16 1) ﬂ%’mme AK :
AK-
M pra—

6. From this window, you may perform the following tasks:

a)

b)

Click the column headers that are hyperlinks (Date Dispensed/Date Prescribed,
Prescriber, and Dispenser) to sort your results.

Click Generate PDF to generate a PDF version of your report.
Your report will begin to process, and a window similar to the following is displayed:

Query 276 has been created. Go to Report Queue in the navigation menu to retrieve report when query finishes running.

Click the Report Queue link to navigate to the Report Queue and view your report.
Continue to the Report Queue topic in this document for more information.

Click Map Results to view a graphical depiction of your results.

A window similar to the following is displayed:

g
= Beleount | Map Satelivie Hybrid
Mahl Battneaua o Tangeon oo Y

Wnot ARl Aughy Canda

Moot
Wilkilan <
[

! o
viemw

Wiattard ity
Harue
e, . o %

7

o5 ¢

o
r
|
|
|
|
|
|
|

Morth Coapersiow Mayvite® g
(]
T Hegon | Wakghurn Dakota
[t BN e
G £
i, @1 siins A S | . :
| L - i) o Sate 51 % ) st Ezj @ 5
| S @ Farge
| Bismarck e a
I 5 L)
| -
ull| B Edgiey Labeure 8 )
=R e lur Witshieh ; 3
! - Minze e
| Baminan

Adhiin - &
Hettirger ? Elendoie i
e |am ]

If desired, click the direction arrows in the top left corner of this window to scroll to

different sections of the map.

You may also expand or reduce the detail included in the map by clicking the plus (+) or

minus (—) symbols. When the map is expanded, the following elements are visible:

o Red pushpin — Represents the recipient’s address; clicking a pushpin displays the
total number of prescriptions for the recipient
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o Doctor bag —Represents the physician’s address; clicking a doctor bag displays the
physician’s name and number of prescriptions written for the recipient

o Mortar and pestle — Represents the pharmacy’s address; clicking a mortar and
pestle displays the pharmacy’s name and phone number

Report Queue

The Report Queue allows you to check the status of a submitted query and view your reports.
The Query Status/Job Status column on the Report Queue window displays one of the following
query statuses:

= Approved/Queued — the parameters for the query have been correctly supplied and the
query is processing.

= Approved/Done - the parameters for the query have been correctly supplied, the query has
processed, and it is available for viewing.

Perform the following steps to view your reports:
1. Loginto RxSentry.
2. Click Report Queue.

A window similar to the following is displayed:

Washington Prescription Monitering Program l’r--ﬂ:rfp':-m
b i 2
::-n'..._..u b pam— Mgt Sarm g 1n Unseal Semmas [

o ] B gty Tt e e 0 . e

H
:Eéﬁaf;c::

3. If the report is ready for viewing, the Job Sequence ID column contains a hyperlink to the
report. Click the hyperlink for the desired report.

Note: If the Job Sequence ID for your report is not a hyperlink, simply click the refresh
button on your browser to update the Report Queue.
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A window similar to the following is displayed:

pering QE:E-&:I..pdf ﬁ' e

You have chosen to open:
1 084581.pdf ‘

which iz Adobe Acrobat Document
from: hitps://querytest.hidinc.com

i
| What should Firefox do with ths file?

@ Openwith | Adobe Acrobat (default) B
Save File

+ Do this gutormatically for files like this frerm now on.

Settings can be changed using the Applications tab in Firefoo's Options,

ok || Cancel

4. Perform one of the following actions:
= Select Open with and select the program you would like to use to open the report for
viewing.
= Select Save File to save the report to a specific location for viewing at a later time.

5. Click OK, or click Cancel to return to the previous window.

Notes:
= Queries are available for viewing only by the user who submitted the query request.
= Queries are automatically removed from the report queue after 14 days.

= |f you print the query, protect patient confidentiality by filing or destroying the
document after it has been reviewed. Be sure to follow your facility’s protocols and
policies regarding the destruction of confidential records.
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5 User Management

About This Chapter

This chapter explains how to update your PMP user profile, how to change your password, and,
if you are a master account holder, how to manage your delegate accounts.

Update User Profile

This function allows you to update the information the WA Prescription Review program has on
file for you, as necessary.

Perform the following steps to update your PMP profile:
1. Loginto RxSentry.

2. Click User Management.

A window similar to the following is displayed:

Washington Prescription Monitoring Program n cview

Prescribe heaith QUEELEEES

Update User Profile

Log Out

Change Password

Delegate Accounts

S Y . . Gy o
B( ENTRY JETNWThn Beview € Health
opyrig! 013 Health Information Designs, LLC Prescribe health QUSRS ~ rasninaton State Depar e

ou need further assistance, please contactthe PDMP Help Desk 20

PO. Box 47852, Olympia, Washington, 98504-7652, Fa:

3. Click Update User Profile.

The Update User Profile window is displayed as shown on the following page.
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Update User Profile

Note: Fields marked with * are required.
*Facility Name: ABC Clinic
*Name (First and Last):

*Date of Birth: el
mm/ddfyyyy

*Address: 391 Industry Dr.

*City:  Aubum
*State:  Alabama -
*IP: 12345
*Email Address: @hidinc.com
*Verify Email Address:

*Phone Number (ex. 111-222-4576
123-456-7890x0000):

Fax Number (ex:
234.555-1234):

Cell Number (ex:
234.555-1234):

*Security Question:  What was your junior high/middle school -

*Security Question  Smith
Answer:

[ Update |

4. Update your information, as necessary, noting that required fields are marked with an
asterisk.

5. Click Update.

A message displays confirming that your record has been updated.
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Change Password

This function allows you to change your RxSentry password, as needed.
Perform the following steps to change your password:

1. Loginto RxSentry.

2. Click User Management.

A window similar to the following is displayed:

Washington Prescription Monitoring Program n Beview
Prescribe health QUEGRERE)
Home Query Report Queue System Help Resources Log Out

Update User Profile
Change Password

Delegate Accounts

S Y . . P v
BeSENTRY Prescripti SuBsae (a0 €4 Health
C 13 Health Info gns, LLC Prescribe health WS . Qmib iime PW fz‘,‘h
Ifyoun ner assistanc tact the PDMP Help Desk PoE - o

ox 47852, Olympia, Washing 2901

3. Click Change Password.

A window similar to the following is displayed:

Change Password

Password requirements:

1 uppercase letter (e.g., A-Z), 1 lowercase letter (e.g., a-z),

1 digit (e.g., 0-9) and at least 10 characters in length

Password must not contain dictionary words or a name

Password must not contain the characters | & - 5 %" "\ ~=<=()+1? »*

Current Password:
New Password:

Confirm New Password:

| Submit |

4. Type your current password in the Current Password field.

5. Type your new password in the New Password field, using the information displayed on this
window as password selection guidelines.

6. Type your new password again in the Confirm New Password field.

7. Click Submit. If the new password is accepted, a message indicates that the password

change was successful. If the new password is not accepted, the message indicates that
another password must be selected.
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Once your password has been accepted, a message displays indicating that you are required
to log in using your new password.

8. Click any function, such as Query.
A login window is displayed.

9. Login using your new password.

Delegate Accounts

Linking Delegate Accounts

This function is used only by master account holders to select and activate associated delegate
account holders.

Perform the following steps to link delegate accounts:
1. Loginto RxSentry.
2. Click User Management.

A window similar to the following is displayed:

Washington Prescription Monitoring Program n eview
Prescribe health SRR
Home Query Report Queue System Help Resources Log Out

Update User Profile
Change Password

Delegate Accounts

S Y .. . By
BeSENTRY Prescripti @ Ficalth
113 Health Information Designs, LLG Prescribe health BUSZIEEREZICS s Vrashi iD "
o further assistance, ph tact the PDMP Help Desk PO Boxa7ss o2

2, Olympia, Washington, 01

3. Click Delegate Accounts.

A window similar to the following is displayed:

ICurrently Linked Delegate AccountslLink Additional Delegate Accounts

- ajvj ANF ajw Abcdef

Ancther,Test AA Another. Test test B
asdf asdf DEL asdfasdf asdf =
asdf asdf DEL asdfasdfll asdf

Biggs.Bil DEL Biggs.Bill HID

Bob,Bily RPH EBob.Bily HID Test

Delegate Test MD Delegate Test HID

- destetesdd AMP destetesdd hid hd
Unlink Account
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4. All delegate accounts currently associated with your master account are displayed in the
Currently Linked to Delegate Accounts section of this window.

Delegate accounts that have been approved and are awaiting master account holder
association are displayed in the Link Additional Delegate Accounts section of this window.
For each delegate account holder, the last/first name, user group, user ID, and agency are
displayed. To quickly locate a delegate account holder, type the first letter of the delegate
account holder's last name.

5. Click to select the name of the delegate account holder you wish to link to your account.

6. Click Link Account. A window similar to the following is displayed, illustrating that the
delegate account was linked:

Currently Linked Delegate AccountslLink Additional Delegate Accounts

Ancther Test AA Another.Test test - aj.vj AMP & Abcdef

asdf gsdf DEL asdf.asdf asdf

asdf asdf DEL asdf.asdf0l asdf
Bigos.Bil DEL Biggs.Bill HID

Bob Bty RPH Bob Billy HID Test
Delegate Test MDD  Delegate Test HID
destetesdd ANF destetesdd hid

- Hill, Trent A& Hill Trent  HID Cffice -

Unlink Account Link Account

m|

Managing Delegate Accounts

It is the responsibility of the master account holder to manage delegate accounts associated
with his or her master account. This includes activating delegate accounts, which is described in
the Linking Delegate Accounts topic, monitoring the delegate account holder’s use of the WA
PMP database, and removing any delegate accounts that should no longer be associated with
the master account.

Perform the following steps to remove a delegate account from your master account:
1. Loginto RxSentry.
2. Click User Management.

The User Management menu is displayed as shown on the following page.
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Washington Prescription Monitoring Program ﬂ eview
Prescribe health WU REREIS
Home  Query  Report Queue System Help  Resources Log Out

Update User Profile
Change Password

Delegate Accounts

¢ Y* . X P —
B( ENTRY Prescripti Sipstautays €2 Health
c 13 Health Infor Prescribe health LR I State Department of Hellh
Ifyou need uttner assistanc act the PDMP Help Desk P0. Box 47852, Olympla, Washingt =2 Fa

3. Click Delegate Accounts.

A window similar to the following is displayed:

ICurrently Linked Delegate AccountsLink Additional Delegate Accounts

Another Test AA  Another Test test - aivi AMFP ajvi Abcdef -
Potter Hamy AA  Potter.Hamy HID asdf asdf DEL asdf.asdf asdf =
Bob Bily RPH Eob.Bily HID Test asdf asdf DEL asdf.asdfll asdf =

Biggs Bl DEL Biggs.Bill HID

Delegate Test MD Delegate.Test HID

destetesdd AMFP destetesdd hid

Hill Trert  AA  Hill Trert  HID Office

b Holt, Mick DEL Holt.Mick HID -

Unlink Account

4. All delegate accounts currently linked to your master account are displayed in the Currently
Linked Delegate Accounts section of this window.

5. Click to select the name of the delegate account holder you wish to remove from your
account.

6. Click Unlink Account. A window similar to the following is displayed, illustrating that the
delegate account holder has been removed from your account:

ICurrently Linked Delegate AccountsLink Additional Delegate Accounts

Potter Hamy AA  PotterHamy HID - aivi AMP ajvj Abcdef -
Bob,Bily RPH Eob.Bily HID Test Ancther, Test AA  Another Test test
asdf asdf DEL asdfasdf asdf
asdf,gasdf DEL asdf asdfll asdf
Biggs Bl DEL Biggs.BEil HID
Delegate, Test MD Delegate. Test HID
destetesdd AMP destetesdd hid

- Hill Trert AA Hill Trent  HID Cffice -

Unlink Account

m
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6 Assistance and Support

Technical Assistance

If you need additional help with any of the procedures outlined in this guide, you can:
Contact HID by e-mail at wapmp-info@hidinc.com;

OR

Call the HID Help Desk at 1-877-719-3121.

Technical assistance is available Monday through Friday (except for holidays) from 8:00 a.m. —
5:00 p.m. PST (Pacific Standard Time).

Administrative Assistance

If you have non-technical questions regarding the Washington Prescription Review, please
contact:

Chris Baumgartner, PMP Director
Washington Department of Health
P.O. Box 47852

Olympia, WA 98504-7852

Phone: 360.236.4806
Fax: 360.236.2901

E-mail: prescriptionmonitoring@doh.wa.gov

Web:
http://www.doh.wa.gov/ForPublicHealthandHealthcareProviders/HealthcareProfessionsandFaci
lities/PrescriptionMonitoringProgramPMP
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7 Document Information

Version History

The Version History records the publication history of this document.

Publication Version Number Comments

Date

01/04/2012 1.0 Initial publication
01/30/2012 1.1 Revised publication
10/15/2012 1.2 Revised publication
11/05/2012 1.3 Revised publication
12/20/2012 1.4 Revised publication
02/27/2013 1.5 Revised publication
05/24/2013 1.6 Revised publication
07/09/2014 2.0 Revised publication
04/20/2015 2.1 Revised publication

Change Log

The Change Log records the changes and enhancements included in each version.

Version Number | Chapter/Section Change

1.0 N/A N/A

1.1 Chapter 4/Practitioner | Added note to distinguish the types of queries that can be
Pharmacy Query run by the pharmacists and practitioners/prescribers user
overview groups

1.2 Chapter 4/Search Removed PDF output option for this report
History

1.3 Chapter 3/Retrieve Added new topic
Password Information

1.4 Chapter 3/Update or Added new topic
Confirm Account
Information

1.5 Chapter 3/Update or Removed information concerning the forced update
Confirm Account
Information
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Version Number | Chapter/Section Change
1.6 Chapter 3/Enrolled Added a note explaining that the user will be locked out of
User Login his/her account for 20 minutes after 5 unsuccessful login
attempts
2.0 Global Reorganized topics and updated screen shots and
language to match the new RxSentry interface
Chapter 1/RxSentry Added new topic
Update
Chapter 3/Retrieve Added new topic
User Name
Chapter 3/View Alert Added new topic
Messages
Chapter 4/Multiple Added new topic
Recipient Query
Chapter 5/Change Added new topic
Password
2.1 Chapter 3/Accessing Replaced instructions for accessing RxSentry using two-
RxSentry factor authentication with instructions for accessing
RxSentry through the SAW portal

Copyright and Trademarks

Copyright © 2011-2015 Health Information Designs, LLC (HID).

This document is intended for the sole use of potential clients, clients, and business partners of HID.
Neither this document nor any portion of the information contained herein may be reproduced or
disclosed, whether by photocopying, or other electronic or mechanical methods, without the express
written permission of HID.

PA-Logic, PAXpress, RxExplorer, RxPert, and RxSentry are registered trademarks of Health Information
Designs, LLC. All other products referenced are the trademarks of their respective owners.

Disclaimer

Health Information Designs has made every effort to ensure the accuracy of the information in this
document at the time of printing. However, information may change without notice.
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